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THAICOM

Definitions and Acronyms

o Thaicom
Thaicom is referring to Thaicom PLC and its subsidiary companies.
o Enterprise risk management (ERM)

ERM is “a process, effected by an entity’s board of directors, management and
other personnel, applied in strategy setting and across the enterprise,
designed to identify potential events that may affect the entity, and manage
risk to be within its risk appetite, to provide reasonable assurance regarding
the achievement of entity objectives” (Committee of Sponsoring Organizations
of the Treadway Commission, Enterprise Risk Management — Integrated
Framework, Executive Summary).

e Event

An occurrence or incident, from external or internal sources, that affects the
achievement of objectives. Events can have a negative impact, positive
impact, or both. Events with negative impact represent threats. Events with
positive impact represent opportunities.

o Risk

Risk is the uncertainty of an action’s or an event’s outcome, whether positive,
negative or both, which may have an impact on the achievement of an
entity’s business objectives. Risk is measured in terms of likelihood
(probability) and impact. When the management of risk goes well, it often
remains unnoticed. When it fails, however, the consequences can be
significant in operational, financial, human resources, reputational and
strategic terms.

o Risk appetite

The amount of risk that an entity is prepared to accept, tolerate or be exposed
to at any point in time.

e Risk assessment

The overall process of analysis and evaluation of a risk with regard to its
impact and the likelihood of its being realized, and the selection of an
appropriate risk response.
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e Risk culture

The set of shared attitudes, values and practices that characterize how an
entity considers risks in its day-to-day activities.

o Risk profile/register

A documented and prioritized assessment of the range of specific risks faced
by an entity.

o Risk response
The set of actions that may be taken in response to a risk, as follows:

o Transfer the risk: This may be done by asking a third party to take on
the risk.

o Accept/tolerate the risk: The ability to take effective action against
some risks may be limited, or the cost of taking action may be
disproportionate to the potential benefit gained. In this instance, the only
management action required is to monitor the risk to ensure that its
likelihood or impact does not increase. If new management options arise,
it may become appropriate to treat this risk in the future.

o Treat the risk: By far the greatest number of risks will be in this
category. The purpose of treatment is not necessarily to terminate the
risk, but, more likely, to set in motion a planned series of mitigation
actions to contain the risk to an acceptable level.

o Terminate the underlying activity: This is a variation of the “treat”
approach, and involves quick and decisive action to eliminate or avoid a
risk altogether. The introduction of new technology may remove certain
existing risks, although it will often result in a new set of risks to be
addressed.

o Exploit the risk: Opportunities can be exploited in a positive manner.
o Risk treatment

The selection of an appropriate method for dealing with risk. This will involve
one or a combination of the five strategies defined above: transfer,
accept/tolerate, treat, terminate and/or exploit.

e Business Continuity Plan

For situations where business activities are disrupted, a possible mitigation
action is to resume the business at the shortest time possible. The activities
and procedures will be documented in a Business Continuity Plan (BCP).
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THAICOM

Thaicom Policy on Enterprise Risk Management

I. Introduction and context

1. Thaicom’s operational environment and, consequently, its work are becoming
more diverse, complex and uncertain. Overall, the sources of risks faced by
Thaicom are varied, and include programmatic, reputational, operational,
legal, organizational, administrative, financial, technical and environmental
factors. Risks are interrelated, and often cannot be fully and directly
controlled by Thaicom Management. The management of risks is therefore
complex.

2. Uncertainty is inherent in many of the activities carried out by Thaicom. The
importance of risk management and the urgent need for it to become part of
our day-to-day operations is increasingly apparent as the company embarks
on major reforms and new processes, including those related to Thaicom’s
Action Plan for Improving its Operational Effectiveness. Many public and
private organizations, including international financial institutions and certain
United Nations agencies, have already adopted enterprise risk management,
or are in the process of doing so, in order to improve their ability to achieve
their objectives, particularly in the light of large-scale global crises.

3. Enterprise risk management increases the likelihood of achieving objectives,
and promotes and develops an ethical and healthy corporate culture, together
with other existing management and governance structures including related
internal controls and procedures. Such structures and procedures provide
reasonable (but not absolute) assurance that objectives are achieved and a
consistent level of control is exercised in all services and activities. As an
integral part of all decision-making processes, Thaicom needs to be aware of
the risks it faces, and the implications for human and financial resources, and
has mitigation strategies in place.

I1. The policy

4. The Thaicom Policy on Enterprise Risk Management (ERM) will guide ERM
activities in Thaicom, building on the previous and current work in the area of
risk management, in accordance with the principles set out in section IIL.
Many key elements of risk management and internal control practices have
already been put into place at Thaicom in recent years or are under
development. Nonetheless, a more systematic and earlier management of
issues that could affect the attainment of objectives will improve Thaicom’s
ability to achieve its objectives and accomplish its mission.

5. This policy embeds a conscious, consistent and comprehensive approach to
managing risks and opportunities throughout Thaicom. This approach adds
value to decision-making and is clearly linked to the prioritization and
achievement of the company’s objectives.
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It is not intended to eliminate risk completely, but rather to provide the
structural means to identify, prioritize and manage the risks involved in the
company'’s activities. It requires a balance between the cost of managing and
treating risks and the anticipated benefits that will be derived, as described in
section VL.

6. The policy establishes a formal, systematic and integrated approach to
identifying, managing and monitoring risks in Thaicom (described in section
1V), and defines key roles and responsibilities for all stakeholders in ERM
activities (section V).

7. The policy is not a stand-alone initiative, but is and will be integrated with and
embedded in Thaicom’s corporate governance initiatives and existing
management processes such as results-based strategic planning and internal
control.

I1I. Principles of the policy

8. In implementing risk management, Thaicom will adhere to the following
principles:

(a) Risk management is essential for good corporate governance, strategic
planning, operational efficiency & effectiveness, reporting accuracy &
completeness and fraud risk management.

(b) By nature of its mandate, Thaicom operates in high-risk environments,
bearing in mind expected benefits and potential adverse consequences.

(c) Ownership of risk management rests with Thaicom Senior Management,
who will seek to:

(D) Proactively manage risks to the company’s assets, including staff,
financial and other resources, property, projects and programmes,
reputation and interests, both internal and external;

(i) Set the company's risk appetite or tolerance for assuming risk;
(i)  Take appropriate and timely measures to assess the likelihood and
potential impact of risks, and the associated impact on the
achievement of Thaicom’s objectives, balancing the cost of
managing risks with the anticipated benefits that may derive (see

below);

(iv)  Decide on and implement the appropriate risk response to an
assessed risk or risks; and

(v) Monitor and assess the outcomes.
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IV. Implementing the policy

9. This policy envisages an ERM framework based largely on the underlying
principles included in Enterprise Risk Management - Integrated Framework
issued by the Committee of Sponsoring Organizations of the Treadway
Commission.

10. A detailed risk management framework will be established and other
documents issued so as to institute common terminology, uniform processes
and structures, roles and responsibilities, communications, education and
training for all staff. This will be based on a number of existing and planned
processes and systems, and linked to results-based management.

11. Existing processes and systems have been strengthened as a result of self-
improvement actions from Management, feedback from internal and external
oversight mechanisms, occasional specialist reviews and the work of special
purpose task forces. These inputs have served to identify and address control
weaknesses and mitigate risk exposures.

12.Many ERM initiatives undertaken in recent years involve the implementation of
improvements to business processes and procedures. These include quality
enhancement and quality assurance of products and services through internal
and external process reviews, for the improved likelihood of achieving
company objectives, outcomes and outputs. They also include improvements
in business implementation support through specialized training, enabling all
staff directly involved in projects to put into practice the recently developed
process improvements; more rigorous and direct follow-up of audit reports;
and greater knowledge management through increased country presence. The
quarterly Executive Committee meetings for reporting on progress achieved
against the Thaicom'’s key performance indicators (KPIs) focuses on the
quality of action plans at entry, implementation and completion points,
thereby contributing to Thaicom’s operational effectiveness through the
measurement and reporting of operational results.

13.Various operational, administrative and financial guidelines and procedures
and legal instruments have been issued. These cover, among others, audits,
procurement and direct supervision, results-based country strategic
opportunity programs, and country presence.

14.Risk management will be directly integrated into the strategic planning and
budget processes by means of the Corporate Planning and Performance
Management System and its reporting processes. A corporate risk register —
underpinned by processes for risk monitoring and escalation (i.e. making a
risk a higher Management priority) — will be established. In addition to the
designation of a corporate risk champion and working team, the newly
established Risk Management Committee is responsible for guiding the
development of ERM in Thaicom, coordinating its implementation, and
reviewing and monitoring ERM processes and outputs on a regular basis.
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15. The risk profile of Thaicom and related risk management structures and
processes will be developed, assessed, monitored and periodically reviewed by
Senior Management. Risk tolerance levels will also be set by Senior
Management and communicated to staff through appropriate tools.

16. When responding to a key risk, the company will aim to ensure that this risk
does not materialize. To this end, the Management will determine the most
effective risk response, balancing the costs of risk management with the
opportunity cost of not taking appropriate action.

17.Some risks have the possibility of disrupting the business. To reduce the
impact of a disruption, the company will implement business continuity
management (BCM) with the aim identifying time-sensitive processes and
shortening the period of disruption. A corresponding BCM policy has been
developed and approved.

18. Risks will primarily be monitored, assessed, and reported on, through the
divisional, departmental and corporate risk registers. This procedure is will be
incorporated into the existing strategic planning processes and will be
modified and updated in line with experience. Each risk identified in the risk
register will have a corresponding “risk owner” who is responsible for “actions
to be taken to mitigate this risk”. Ownership must sit at the appropriate level,
with the person who can take effective action. In updating the risk register,
risk owners will describe existing and additional activities to address or
mitigate the risk. Separate reports may be submitted to Senior Management
for unusual risks and events; these risks will subsequently be incorporated in
the corporate risk register, if appropriate.

19. Reporting of data will be made at appropriate levels. This will include an
annual report on ERM activities and their status to be presented to the
Executive Board for informational purposes in addition to periodic reporting by
the Audit Committee on risk management matters (see paragraph 25).

V. Roles and responsibilities

20.The policy applies to all staff, but there is a specific obligation for Senior
Management and, indeed, all managers and heads of units to set the tone for
effective risk management, as follows:

21.The Board of Directors is Thaicom’s highest decision-making body consisting
of Thaicom’s stakeholders and provides overall direction for Thaicom.

22.The Executive Committee gives specific direction to the Management and
approves strategies and corporate policies. It is a critical part of Thaicom and
significantly influences the company’s internal environment. The Committee
provides guidance on managing risks in the context of governance and
oversight of new policies, programmes and projects.
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23. The Audit Committee monitors the efficiency and effectiveness of internal
audit functions. It periodically conducts a review of Thaicom's risks and risk
management procedures, satisfying itself that the internal control and risk
management systems established by Management effectively safeguard the
company'’s assets and reporting to the Board of Directors on the outcome of
such reviews.

24.The Senior Management assists the Executive Committee in discharging its
oversight responsibilities for Thaicom’s programmes and projects, including an
assessment of their overall quality and impact.

25. The Chief Executive Officer of Thaicom, assisted by the Management,
is accountable to the Board for the implementation of risk management
processes. She or he is consequently responsible for implementing the ERM
policy, including the establishment and maintenance of key controls and
approval processes or all major business processes and functions. The CEO
assumes ownership of ERM, providing leadership and direction to senior
managers and setting the “tone at the top”. In particular, she or he is
responsible for embedding risk management in corporate processes in such a
way that risks are effectively managed across the company. The CEO is also
responsible for systematically reviewing the underlying risks and assigning
appropriate accountability. The Chairman of the Risk Management
Committee, as the corporate risk champion, works with other managers in
establishing and maintaining effective risk management in their areas of
responsibility, ensuring buy-in for ERM across the organization.

26. The Risk Management Committee assists Senior Management in guiding
the development of ERM in Thaicom, coordinating its implementation, and
reviewing and monitoring ERM processes and outputs on a regular basis. It
assists in educating and training staff, and reviews the development and
updating of the corporate risk profile, reporting to Senior Management
periodically.

27.Management fosters a risk management culture and ensures appropriate
implementation of policies, procedures, and internal controls in order to
safeguard the company’s assets. It should take appropriate measures to
manage risks consistently and proactively.

28. Internal auditors play an important role in the monitoring of ERM and the
quality of performance as part of their regular duties. They do not, however,
have primary responsibility for ERM implementation or maintenance. They
assist management and the Executive Board/Audit Committee by monitoring,
evaluating, examining and reporting on risk management processes and
activities.
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29. All staff contribute to and are responsible for risk management and internal
control processes. In particular, they support the development and updating
of the documentation of risks, identify and assess risks in their areas,
contribute to risk mitigation and should report any increasing risk or violations
in internal controls to their supervisor or other appropriate channel.

30. External contractual parties who act as agents for Thaicom, such as
cooperating institutions and the custodian bank, have an obligation to fulfill
their contractual responsibilities including the safeguarding of Thaicom'’s
assets, where relevant.

31.The external auditor plays an important role in assessing the effectiveness
of risk management as part of its risk-based audit approach.

VI. Benefits

32.The key anticipated benefits of the ERM policy will be to:

Enhance the effective achievement of the company’s objectives
through risk mitigation;

Protect the interests of, and build value for, Thaicom’s stakeholders,
permitting them to have increased confidence in Thaicom'’s corporate
governance and ability to deliver;

Provide assistance in decision-making and planning, and improve their
quality;

Assist in safeguarding the company’s assets - including people,
finances, property and reputation; and

Enable the company to turn threats into opportunities to achieve its
objectives and accomplish its mission.
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Appendix
Risk Appetite
Likelihood ‘
5
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Rare Unlikely | Possible Certain
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Appropriate Risk Response

Code Risk Level Risk Response
Extremely High Immediate Action Required
H High Senior Management attention needed
M Moderate Management action required
Low Manage by routine procedures
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